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4TWO – SINGLE SIGN ON MANUAL 
 

 

 

 

 

 

 

This manual guides you through the process of setting up Single Sign-On (SSO) for your 4two application. 

SSO has become the preferred solution for simplifying and securing user authentication across applications. 
By leveraging Microsoft’s authentication flow, SSO streamlines the user experience by eliminating the need for 
additional usernames and passwords. This approach enhances security through Multi-Factor Authentication 
(MFA), ensuring that user accounts are protected while maintaining ease of access. 

Furthermore, SSO makes the onboarding process more efficient, as employees are automatically granted 
access to the application through their Microsoft accounts. Access is also seamlessly revoked when a 
Microsoft account is deactivated during offboarding, ensuring that only active employees retain access to your 
systems. 

This manual will guide you through setting up an Enterprise Application, followed by configuring the Application 
Registration. During the Application Registration process, you will configure the Authentication settings, API 
permissions, and the client secret. Finally, the manual concludes with instructions for registering the 
Enterprise Application in 4Two and testing the SSO connection. 
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1 GO TO THE AZURE PORTAL 
Go to the aure portal to access Microsoft Entra Portal. 

https://portal.azure.com 

2 SET UP AN ENTERPRISE APPLICATION 

2.1 GO TO THE ENTERPRISE APPLICATIONS 
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2.2 ADD A NEW APPLICATION 
 

2.2.1 Press New Application -> Create your own application 
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2.2.2 Fill in an app name and select the Integrate any other application that you don’t 
find in the gallery (Non-gallery) option.  
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You have now created the Enterprise Application and corresponding Application Registration. You should be 
directed to the following screen: 
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3 GO TO THE APPLICATION REGISTRATION 
On the Enterprise Application page, go to the properties panel -> then press application registration to go to 
the application registration page 
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4 CONFIGURE THE APPLICATION REGISTRATION 

4.1 CONFIGURE THE AUTHENTICATION SETTINGS 
4.1.1 On the Application registration page, go to the Authentication panel 
4.1.2 Click Add a platform 
4.1.3 Choose Web 
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4.1.4 Fill in the redirect url. This should be:  
https://<your-company-name>.4two.nl/oauth2/callback 

4.1.5 Access token and ID token can be unchecked. 
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If you’ve set up the authentication settings correctly, it should look something like this. 
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4.2 CONFIGURE THE API PERMISSIONS 
We need to assign permissions to the Application Registration for the 4Two site to access the user information 
of the authenticated user. 

 

4.2.1 Go to the API permissions panel 
4.2.2 Click Add a permission 
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4.2.3 Select Microsoft Graph -> Delegated permissions 

 

 

4.2.4 Search the permissions to select the following: 
- User.Read 

Allows users to sign-in to the app, and allows the app to read the profile of signed-in users. It also 
allows the app to read basic company information of signed-in users. 

- Group.Read.All  
Allows the app to list groups, and to read their properties and all group memberships on behalf of the 
signed-in user. Also allows the app to read calendar, conversations, files, and other group content for 
all groups the signed-in user can access. 
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Then select Add permissions to finalize. 
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4.2.5 Grant admin consent for the API -> Select Yes for confirmation 
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5 GENERATING THE APPLICATION CREDENTIALS 
You need the following information from Microsoft Entra for the 4Two site to make use of this Enterprise 
Application: 

- Tenant ID 
- Client ID 
- Client Secret 

This information can be submitted in the admin panel of your 4Two site. 

5.1 GETTING THE CLIENT ID AND AND TENANT ID 
5.1.1 Go to the Overview page of the Application Registration 
5.1.2 Copy and write down the Client ID and Tenant ID 
You need these values later. 
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5.2 GENERATING THE CLIENT SECRET 
5.2.1 Go to the Certificates & Secrets panel 
5.2.2 Select the Client secrets tab 
5.2.3 Select New client secret  
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5.2.4 Fill in the description and select the expiration 
Note: Refresh the client secret of the Application registration before it expires. Users 
will no longer be able to login to the 4Two site after it expires. 
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5.2.5 Copy the secret value 
This value is needed for step 6.2 
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6 CONFIGURING SSO IN 4TWO 

6.1 GO TO THE ADMIN PAGE OF YOUR 4TWO SITE AND LOGIN 
URL: https://<your-company-name>.4two.nl/admin/ 

Note: You need an account with access to the admin page. Your user account needs to be assigned to the 
AdminSiteAccess and DeclarationAdmin groups. 
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6.2 SET THE AUTH ADFS SSO SETTINGS 
6.2.1 Go to the Sso config section of the admin page. 
6.2.2 Fill in the Tenant ID, Client ID and Client Secret 
You obtained these in steps 5.1.2 and 5.2.5 

6.2.3 Select Save and continue editing  

 

 

6.3 FINALLY TEST THE SSO CONNECTION BY CLICKING TEST LOGIN 
This should direct you to Microsoft to login with your Microsoft account. If you are already logged in, you may 
be logged in instantly and directed to the home page of 4Two. 
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Microsoft login page 

 

Access to the application 
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6.4 ENABLE SSO 
If you have successfully tested the connection, you can enable SSO for the entire organization. Note that this 
will disable the username-password authentication. You will from now on only be able to login with Microsoft 
or until SSO is disabled again.  

 


